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The Anomaly Detecti on Service is web-based machine-

learning-powered applicati on that assist managers and 

soft ware developers in the creati on, training, operati onal 

management, and control of unsupervised algorithms that 

can detect anomalies based on the analysis of data gathe-

red from industrial environments. The service provides a 

dashboard that providing historic and real-ti me informati on 

about identi fi ed and predicted anomalies. 

For applicati on developers, the anomaly detecti on service 

provides an encapsulated service easy to embed on their 

own apps using MQTT and AMQP messages.

The anomaly detecti on service support unsupervised lear-

ning algorithms such as auto-encoders and k-means cluste-

ring algorithms that are tailored to detect anomalies in the 

behaviour of manufacturing assets. The service allows the 

adaptati on of the machine learning models to the enterpri-

se specifi c data. Once trained, the models can be initi ated, 

and real-ti me stream data can be ingested through the EFPF 

message broker. A rich chart-based dashboard is provided 

for each model to show the evoluti on and other stati sti cs 

that drive to acti onable decisions.

WHAT IS THE EFPF 
ANOMALY DETECTION SERVICE

WHAT IS AVALABLE THROUGH EFPF 
ANOMALY DETECTION SERVICE

The ADS is a real-ti me machine-learning based tool that 

support the autonomous detecti on of anomalies in a range 

of industrial processes. It assists managers to spot product 

defects, machine malfuncti oning, raw material quality 

evaluati on with unsupervised machine learning algorithms 

that generate easy-to-interpret stats in an operati onal 

dashboard. In the other hand, this Service off ers the opti on 

to integrate the anomaly detecti on predicti ons generated 

through easy-to-consume real-ti me brokering messages 

based on MQTT and AMQP protocols.

Many issues in the manufacturing environment can be 

solved through ti mely detecti on and analysis of relevant 

data. The EFPF Anomaly Detecti on service is designed to 

address issues that impact on product quality, machine 

behaviours, process performance etc. Addressing these 

issues can give a competi ti ve advantage to companies in 

the manufacturing domain. Companies that have imple-

mented automated control or monitoring technologies at 

their shop fl oor can benefi t from the anomaly detecti on 

service as it will drive the operati onalisati on of those 

technologies into the company’s processes. 

The Anomaly Detecti on Service assist decision makers 

with a functi onal and easy-to-interpret cockpit where 

anomalies (in the behaviours of manufacturing assets) 

are shown according to several ti me periods. With this 

knowledge, decision makers can act to bring improve-

ments that can drive sustainable improvements in the 

manufacturing .

WHY CONNECTING TO EFPF 
ANOMALY DETECTION SERVICE?



The cloud-ready Anomaly Detecti on Service is embedded 

in the EFPF ecosystem as it uses the EFPF Data Spine func-

ti onality for data exchange. New data sources (e.g. PLCs, 

IoT devices etc) can be linked with the Anomaly Detecti on 

service through the EFPF Data Spine that off ers  the 

capability to handle/process real-ti me data. Once data is 

ingested into the EFPF Data Spine, the Anomaly Detecti on 

Service provides the necessary interfaces to create, train, 

and instanti ate learning models. The trained models can 

be linked with the EFPF Data Spine to process real-ti me 

data. The results of the real-ti me data analysis (anomalies) 

are shown through various visualisati ons on the intuiti ve 

dashboard of the Anomaly Detecti on service. 

HOW TO CONNECT TO EFPF 
ANOMALY DETECTION SERVICE

The Anomaly Detecti on service is off ered to EFPF platf orm 

users free of cost. The service can be tailored to client 

needs and custom installati on is subject to discussions with 

the service provider. 

Otherwise, the service is available under open-source 

licence, allowing soft ware and applicati on developers to 

confi gure and enhance existi ng functi onaliti es for various 

needs.  

WHAT ARE THE COSTS FOR USING THE 
EFPF ANOMALY DETECTION SERVICE
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