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Executive Summary

This deliverable summarizes the activities that took place in three interrelated tasks during
the EFPF project. These tasks relate to Ecosystem, Evolution and Extension Requirements;
Integrated Marketplace and the EFPF Portal. The deliverable presents key rational of these
tasks, along with the overview of the technical progress and the latest status.

The EFPF Marketplace has been extended reshaped and redesigned to serve a much-
improved user experience. The marketplace has been also extended with connections to
additional external marketplaces and with an automated agent-based marketplace, which
supports online bidding. Additionally, to further support the business case of the EFPF
Marketplace, the Accountancy Service has been integrated to provide event logging and
invoice data retrieval and generation from connected marketplaces."

The EFPF Portal has been set as the unified entry point of the whole EFPF platform allowing
users to register, login, browse and access all the tools and services provided by the
ecosystem. Since then, the EFPF Portal has grown in terms of tools, platforms and
documentations
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0.1 EFPF Project Overview

EFPF - European Connected Factory Platform for Agile Manufacturing - is a project funded
by the H2020 Framework Programme of the European Commission under Grant Agreement
825075 and conducted from January 2019 until December 2022. It engages 30 partners
(Users, Technology Providers, Consultants and Research Institutes) from 11 countries with
a total budget of cir cawwlehiMig. Further inf

In order to foster the growth of a pan-European platform ecosystem that enables the
transition frfriomstmManmaeosgueroducti on, -size-ane
manufacturing, the EFPF project will design, build and operate a federated digital
manufacturing platform. The Platform will be bootstrapped by interlinking the four base
platforms from FoF-11-2016 cluster funded by the European Commission, early on. This will
set the foundation for the development of EFPF Data Spine and the associated toolsets to
fully connect the existing platforms, toolsets and user communities of the 4 base platforms.
The federated EFPF platform will also be offered to new users through a unified Portal with
value-added features such as single sign-on (SSO), user access management
functionalities to hide the complexity of dealing with different platform and solution providers.

0.2 Deliverable Purpose and Scope

This is a final report presented at M48 milestone of the EFPF project. The purpose of this
docu me rD6.16fEFPF Interfacing Evolution and Extension i Final Reportq is to present a
technical overview of the EFPF Portal services as well as EFPF Integrated Marketplace and
a final update about the ecosystem creation, evolution, and extensions of the EFPF platform.
This deliverable articulates the vision behind introduction and continuous development of
these services as well as their benefits to prospective users. The report presents an account
of the development made since project start, with more focus on elaborating new
developments after M18.

0.3 Target Audience

This deliverable aims primarily at external platform and marketplace provider, which want to
offer their services and tools through the EFPF platform.

04 Deliverable Context

This document provides information to multiple software components of the EFPF platform.
Its relationship to other documents is as follows:

i D2.4: EFPF Platform Requirements: Provides detailed information about the EFPF
platform and its requirements.

1 D5.2: EFPF Security and Governance: Provides detailed information about security,
privacy, and governance in the context of EFPF.
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0.5 Document Structure

This deliverable is broken down into the following sections:

1 Section 1: Ecosystem, Evolution and Extensions Requirements: Provides
information about the implementation of requirements needed for ecosystem creation,
evolution and extension of the EFPF platform.

1 Section 2: EFPF Marketplace: Provides information about the software component
produced by Task 3.3: Integrated Marketplace Framework and Realisation.

1  Section 2.3.1: Scope and Relationship with Other EFPF Components

The Accountancy Service has been developed within the project as an integral part of the

EFPFMar ket pl ace Framework and provides EFRPEFiIi ght

Platform as well as its connected marketplaces. This includes transactions that EFPF users

make on different marketplaces, which are linked with the EFPF Marketplace Framework.

A taxonomy has been setup to identify the trackable user actions in which action items are

l' isted in 6dsubject, ver b, objectd manner and
with various parts of the EFPF Platform such as login, register, inviting other users as well

as payments realized on external marketplaces if the user has initiated his/her journey from

EFPF Marketplace. In this way, when a user performs a certain action on either EFPF Portal

or a connected marketplace, corresponding information is sent to Accountancy Service to

be persisted so that it can later be visualized to extract valuable information.

The Accountancy Service has been developed based on Elastic Stack which comprises the
following components:

1 Elasticsearch: Stores, indexes, provides, and manages user logs to be later analysed.
Since relational databases are not well-suited for managing log data, a NoSQL
database like Elasticsearch is preferred due to their flexible and schema-free
document structures, enabling analytics of the log data.

1 Logstash: Gathers user behaviour data from various components of the EFPF
platform, executes different transformations and filters the content, before sending the
data to the Elasticsearch component

1 Kibana: Enables interactive dashboards, filters and advanced data analysis and
exploration of user logs.

In addition, the following custom modules listed below were developed to provide

additional functionality:

1 Reporting Component: Creates periodic (i.e. monthly) reports for each dashboard at
the end of each month in PDF format and sends it as an email

i Invoicing Component: Processes all the payment data accumulated within each
month, sums all the amounts from successful transactions realized on each
marketplace, calculates a corresponding cashback amount, and creates a detailed
invoice with the information including purchased products, dates of transactions as well
as the calculated commission for each product. The invoice will then be used to charge
marketplaces.

0.5.1 Requirements and Realisation

Tracking the user behaviour enables businesses to make productive decisions and develop
effective business strategies. This is a valuable feature of a federated digital platforms, and
the Accountancy Service provides this to support the long-term sustainability of the EFPF
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platform, beyond the span of the project. The Accountancy Service also aims to track and
traceauser 0s | our nERF eecosystemsand collécedata about the transactions
they make on different marketplaces. The collected data logs are then used to carry out a
cashback mechanism enabling a commission charge or a referral fee to be made to the
marketplace where a EFPF user carries out a business transaction (Figure 23). In addition
to the log collection, customizable dashboards are also needed for better and easier tracking
of user interactions. Therefore, in order to process the accumulated log data and address
all the above requirements, the Accountancy Service uses Elastic Stack (Elasticsearch,
Logstash, Kibana) as an advanced log persistence, monitoring, processing, and
visualization framework.

eFactory Platform = Base Platform

»  eFactory Portal
opens

User

searchs for products

N BPM shows detail
Accountancy Service > Marketplace shows - » product page and
search results clicks on a produtt -
enrich result links and will be farwarded following pages
i with tracking information ;

in a new windowtab (no embedding)

provides information, e.g. if user orders product

Figure 23: Accountancy Service - Cashback Process

0.5.2 Deployment

Accountancy Service is a standalone component that runs independently of existing EFPF
tools and services and can be integrated with unlimited number of external marketplaces.
Each of the 5 components of the Accountancy Service has its own Docker image and runs
on a corresponding Docker container. Moreover, a production-ready configuration allowing
Elasticsearch running on a multi-node cluster is also available. Currently, all the components
of the Accountancy Service run on a production server hosted by C2K and a test server
hosted by SRDC.

0.5.3 Execution and Usage

Accountancy Service uses Logstash as a data ingestion and server-side data processing
pipeline. The logs sent to Logstash are forwarded to Elasticsearch for persistence after
executing certain ingestion pipelines; and then Kibana dashboards are automatically
updated based on the certain fields stored on Elasticsearch. In other words, Accountancy
Service uses a basic data model for visualization and logs must conform to a basic data
model so that Kibana dashboards can be updated automatically

Currently, there is a running instance of Logstash component that is registered to the EFPF
Service Registry, which is publicly available through a public endpoint so that events from
EFPF Portal and external marketplaces can be sent using HTTP POST method. Events are
modelled as a JSON message related with the action conforming to the data model. This
will be enough for the Accountancy Service to capture the data and update the dashboards.

D5.16: EFPF Interfacing, Evolution and Extension - Vs: 1.0 - Public 8/LIX
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Accountancy Service uses Kibana to visualize the data ingested through Logstash and
persisted on Elasticsearch. Kibana provides mechanisms to create interactive dashboards
with filtering as well as advanced data analysis capabilities and Accountancy Service
provides 4 different dashboards for log visualization. Furthermore, all these dashboards can
either be accessed on the Kibana instance hosted on EFPF production environment and
EFPF Portal Admin pages. Details of the 4 dashboards can be seen below:

1 Payments Dashboard: Displays all payments realized on marketplaces as well as the
corresponding cashback (commission) amounts calculated for each transaction
(Figure 24).

1 Marketplace Usage Dashboard: Visualizes marketplaces usages in terms of most
frequently used search keywords, queried platforms, and their distribution (Figure
25Error! Reference source not found.).

1 Platform Engagement Dashboard: Displays base platform visits and tool/service
usages and tracks the frequency of these usages (Figure 26).

1 User Activities: Visualizes user actions such as login and register (Figure 27).

In addition to the central functionalities offered by the Elastic Stack, Accountancy Service
also provides extra features such as preparing monthly reports based on the accumulated
data and generate invoices in accordance with the commissions calculated for successful
transactions that users perform on the external marketplaces connected to the EFPF
Platform. Since these functionalities require custom implementations, these add-on modules
are written in JavaScript and provided as a Docker image. At the end of each month, both
modules process relevant data of the target month and generates 2 PDF documents: One
for the monthly report including all charts updated for the target month and one for the
invoice document containing all the transaction details (e.g. purchased products, their
prices, transaction dates, calculated commission, etc.) to charge each external marketplace.

Number of Payments Mumber of Payments Through EFACTORY

93 308,048 82 279,048

Total Payments Distribution Percentage of Total Payments Through EFACTORY Monthiy Cashibsck Amounts (%3)

Cashback

8,371.44

Month

Total Payments Distribution *  Total Payments by Platforms:
.........................

nnnnnn

ssssss

Figure 24: Accountancy Service - Payments Dashboard
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Figure 25. Accountancy Service Marketplace Usage Dashboard
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Figure 26: Accountancy Service - Platform Engagement Dashboard
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Figure 27: Accountancy Service - User Activities Dashboard
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0.54 Limitations and Further Development

Currently, there are no limitations regarding the Accountancy service development and
previously identified limitations were resolved. New marketplaces can be integrated, and
new dashboards will be created upon request to track different types of user interactions.

1 EFPF Portal: Provides information about the software component produced by Task
5.2: EFPF Portal.

1 Section 4: Conclusion and Outlook: Concludes this deliverable and provide a brief
outlook for each component.

q Annexes:

i Annex A: Document History
q Annex B: References

0.6 Document Status

This document is listed in the Description of Action as public. Therefore, details which may
temper the security of the platform, or its components are not content of this deliverable.

0.7 Document Dependencies

This document is final part of the deliverables that describes the EFPF portal together with
the EFPF Integrated Marketplace and its subcomponents. The last iteration has been
submitted in M18 in D5.3 - EFPF Interfacing, Evolution and Extension. This document
summarize the update that took place since then.

0.8 Glossary and Abbreviations

A definition of common terms related to EFPF.

0.9 External Annexes and Supporting Documents

Annexes and Supporting Documents:
i None

0.10 Reading Notes

i None
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1 Ecosystem, Evolution and

1.1 Requirements for a Federated Ecosystem

A core goal of the EFPF project is to develop an ecosystem that demonstrates a federated
approach to functionality, processes, and users in a bid to ensure the initiative is sustainable.
This

A core goal of the EFPF project has been to develop an ecosystem that demonstrates a
federated approach to functionality, processes, and users in a bid to ensure the initiative is
sustainable. This is motivated by the shift in architecture design in recent times in favour of
microservices enabling enhanced flexibility, rather than the proprietary digital platform
approach that has been attributed with vendor lock in, proprietary standards, inhibiting
evolution.

A federated approach was needed to bring together different stakeholders into a level
playing field where they could perform collaborative activities and develop relationships such
as those between providers and suppliers of products and services. The federation model
also supported the creation of competitiveness networks, which can be composed of multi-
industry partners; and facilitates knowledge exchange between different stakeholders
through collaborative processes. Requirements to guide these processes needed to be
understood e.g. what is the source of the requirements, their type (whether user-oriented,
non-functional, technical), who are they applicable to etc. In this respect, a dedicated task
in the EFPF Project (T2.5: EFPF Interfacing, Evolution and Extension) gathered
requirements from a range of ecosystem stakeholders starting with the partners involved in
the task, which come from a variety of domains including Industrial, Research and Technical.
Further requirements were collected from partner interactions, interactions and
collaborations with different projects, from the open calls experimenters and other activities
and stakeholders engaged through the project duration. Task 2.5 (T2.5) ran throughout the
duration of the project with the aim to continuously feed new/emerging requirements into the
project (development, business modelling, ecosystem creation etc) activities.

The requirements for a federated ecosystem gathered in the project are relevant to the
following roles:

1 Developers: Technical users who may develop and wish to deploy Tools and Services
in the EFPF ecosystem

i Systems Integrators: Technical users who want to leverage the latest smart factory
and digital manufacturing toolsets, in order to be able to offer them to customers

1 Platform managers: Interested in extending the scope of an existing platform or to
start a new platform

1 Manufacturing Managers: Business focussed users who would like to access,
reliable mature and productivity ~ generating tools and services

The guiding requirements for the federated ecosystem, established through the EFPF
project are described in D5.3 and an update on these is provided in this deliverable. These
requirements are defined in the context of a federated ecosystem of the digital
manufacturing platforms. Naturally, these requirements have evolved overtime as the
project developed links with other stakeholders and explored new relationships (e.g. through
open-call mechanism).

D5.16: EFPF Interfacing, Evolution and Extension - Vs: 1.0 - Public 12 /LIX
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_____________________________________________________________________________________________________________________________________________|
The guiding requirements for the federated ecosystem established through the EFPF project

are described in D5.3 and copied below. Alongside these, justification of how each guiding
requirement has been realised through the duration of project is also provided.

Guiding Requirement Realisation Details

A federated ecosystem should have
multiple systems and platform virtually
connected through software interfaces for
seamless authorised access. Ideally, the
connectivity should extend beyond the
software accessibility and interoperability
aspects to also support interactions
between tools/service providers and user
communities

The EFPF platform successfully integrated
and federated the 4 key base platforms. In
addition, the project also federates multiple
external platforms such as SMECIuster,
Val ueChai nds NRE2Bmadket,K
and ZDMP. To enable interactions between
user communities, EFPF  provides
Matchmaking and Team Formation
mechanisms that can be used to find
suitable partners and collaborators. Details
of the realisation are documented in D5.4
final report.

The federation should provide necessary
trust, security, and privacy mechanisms to
ensure that the partners and their
interactions in the ecosystem are safe from
potential threats like cyber-attacks, session
riding, hijacking etc

The EFPF Platform developed and
implemented the EFPF Security Portal to
provide the necessary trust, security and
privacy mechanism through the use of
Industry Standards such as OAuth2.0 and
Json Web Tok eln additiord W
comprehensive governance framework is
developed (in WP5 and documented in
D5.15) to provide necessary guidelines for
preserving trust and privacy aspects. The
prescribed guidelines are translated into
technical requirements and implemented at
the Platform and Portal level to address
security and privacy concerns.

The federation should support the
heterogeneity of the ecosystem and provide
necessary governance mechanisms that
allow the relevant control (data, access,
business models etc) to remain within the
partners

Based on the definition of a comprehensive
platform governance framework, necessary
governance mechanisms are implemented
as terms and conditions and also security
policies that have been put in place to
support the control of data by respective
data owners. The implementation of the
governance mechanism not only covers the
access and utilisation of the platform but
also the exchange and use of data across
different systems and services. In this
respect, specific security policies are
implemented to secure the Service
Registry, pub-sub message bus and the API
Security Gateway

The  federation should implement
governance procedures and technology

The governance framework (developed in
WP5 and documented in D5.2 and D5.15)
establish the essence of the federation

D5.16: EFPF Interfacing, Evolution and Extension - Vs: 1.0 - Public
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mechanism that act as a deterrent for any
potential monopoly

model adopted by the EFPF platform.
Based on the federation model, the EFPF
platform provides level playing field for all
plattorms and systems. There are no
preferences and privileges assigned to any
specific platform or system in the federation
and open nature of the EFPF platform
allows for new entrants to be easily
integrated in the federation through
interoperability of the APIs supported by the
Data Spine. Therefore, the user needs and
ease of use are the key criteria of success
expected to drive the popularity and growth
of the federated platforms in the EFPF
ecosystem.

The platforms in the federation should be
conducive to integration and
interoperability. The federation should allow
users to connect and operate through APIs,
applications, and third-party service
libraries. This would further eliminate the
possibilities of monopoly and vendor lock-in

While the interoperability of connected
platforms was first realised with the
integration of the 4 base platforms, the
realisation of this guiding requirement has
also been enhanced through the integration
of additional platforms through respective

APl 06s. This has incl
platforms such as SMECIuster,
Val ueChai nos Net wor K

and ZDMP. The API connectivity is tracked
and updated through a dedicated interface
contract management mechanism
developed in the EFPF platform

The federated ecosystem should provide an
easy to use service integration and
interoperability  platform/mechanism to
make the provision and consumption of
services as easy as possible, enhance
developer  productivity and enable
collaboration amongst them.

The platform integration process has been
designed to allow new platforms to easily
integrate their products, service and tools,
through the Service Registry Tool. Through
the registration of external marketplace
APl 0s i n the Servic
platforms can easily integration current
offerings in the EFPF marketplace. Detailed
documentation is made available on an
open documentation portal accessible
through the EFPF Portal. The validation of
service integration and interoperability has
have been performed during the piloting
and open-call experimentation phases of
the project.

The service integration and interoperability
platftorm/mechanism offered by the
federated ecosystem should make use of
standards and its design should be flexible
enough to have the choice of multiple open
source technologies to realise its

The integrations and interoperability in the
EFPF federation are supported the Data
Spine, which implements standardised data
management techniques, and itself is
standardised through a CWA. The Data
Spine is designed as a flexible and open
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conceptual components. This would also
help in avoiding vendor lock-in.

mechanism that can be used to integrate
platforms and services at different levels.

The service integration and interoperability
platftorm/mechanism offered by the
federated ecosystem should have inbuilt
support for standard communication
protocols and for data transformation
tools/languages, such as XSLT (Extensible
Stylesheet Language Transformations),
that are widely used in the industry.

Through the development and
I mpl ementati on of
Integration Flow Engine, the EFPF platform
is able to offer inbuilt support for data
transformation to a wide array of formats /
protocols/ standards. This is also evidenced
by the implementation of indexing flows in
federated search to federate data from
individual platforms which all have different
data formats.

The service integration and interoperability
plattorm/mechanism  offered by the
federated ecosystem should be scalable
and should support high availability and
high throughput.

I n the devel opment

Integration Flow Engine, designed as an
interoperability mechanism, Apache NiFi
was selected as the base technology due to
the considerations for scalability and
extensibility built in to the tool. This included
extension points such as Processes,
Controller Services, Reporting Tasks,
Prioritizers, and Customer User Interfaces.

The federation should promote the use of
standards for the design and
implementation of components of the
federated ecosystem to make the
integration of new services, tools, and
platforms effortless.

The EFPF Project has provided a focus on
promoting standards throughout the project
with OAuth2.0 standards implemented as a
means for both securing applications and
enabling SSO between federated platforms.
Alongside this, the provision of the Data
Spine Service registry which implements
standards such as JSON, for the
registration of services operating on a range
of communication protocols such as HTTP,
MQTT, AMQPS.

The federation should provide adequate
documentation in the form of HowTos,
Tutorials and APl documentation of
provided services in order to ease the
development of applications using
distributed services from the various
platforms and service providers within the
EFPF ecosystem. The federation should
promote the use of standard deployment
practices such as containerization to make
the deployments of components of the
federated ecosystem easy to manage and
maintain.

The EFPF Project has provided extensive
documentation to all components of the
platform, including connected tools and
services. This has been unified in central
interface, The EFPF Dev Portal. In this
documentation portal, where appropriate,
each tools, service, or platforms has
provided an array of guides including;
Overview, Quickstart Guide, Admin Guide,
Developer Guide & User Guide.

The federated ecosystem should inherently
provide services, tools, utilities that are
widely used to realise the common use
cases in the domain.

Alongside the core Data  Spine
components, the EFP project has also
provi ded a set of

enabl er so, t o suppo
common use cases. An example of this has
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included the Access Consent Delegation
Framework, or Pub Sub Security Service, to
allow secure and user managed interaction
with the Data Spine Message Bus

The legislative regulation across different
regions may be different so it is important to
have a fair geographical distribution of
vendors or datacentres to sustain the
federated ecosystem

The EFPF Platform and in particular, the
EFPF Data Spine has been designed to be
deployable in a distributed manner through
clustering mechanisms. With this approach
the EFPF Platform can be deployed across

geographically distant servers.

1.2

The process of evolution of a federated ecosystem should be self-governing in nature and
encompass change across all aspects of the characteristics that make up a federated
system. Naturally, evolution happens over time based on many different factors that are
often not controllable or even predictable (such as behaviours of different actors,
environmental changes, interactions between different entities etc). As an ecosystem grows
(e.g. with the number of actors, the interactions, different types of activities etc) the need for
supporting new actors, new roles, new interactions as well as adaptation of existing systems
and processes also grows. Therefore, the requirements for the evolution of a federated
ecosystem need to highlight the need for certain level of flexibility, openness, and
adaptability in the underlying federation (mechanisms) to ensure its evolution overtime.

Requirements for the Evolution of a Federated Ecosystem

While the guiding principles defined for the evolution of a federated ecosystem were defined
in D5.13, the realisation of the guiding principles can be seen documented below.

Guiding Principle Realisation Details

Diverse user base: This will ensure that | While the EFPF platform was initial setup
t he mar ket vul ner ab|and tested for the 3 pilot scenarios, the
naturally evolving to target users in new | platforms user base was then extended
domains. through the projectsd6 open call for
experimentation, in which 20 sub-projects
were selected from a diverse range of
domains including Agricultural, B2B
documentation exchange and project
planning use cases.

Heterogeneity: Use of microservice | The core components of the Data Spine

architecture should support a natural
evolution of functionality and process to
support in an adaptive robust way.

have been setup under a microservice
architectural approach to allow for the
extensibility of the platform in a
standardised manner.

Geographical distribution: This is also an
essential characteristic, where evolution
can be naturally supported through

The EFPF Platform has been designed to
be deployed in a geographically distributed
manner through clustering techniques.
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distributed deployment of microservices
and interoperability, but ultimately driven by
human processes.

Through the development of integration and
deployment scripts, microservices can be
added and removed from the deployment
stack as needed.

Interoperability: Interoperability
mechanisms can support these
evolutionary step changes

A core aspect of the EFPF Platform is the
EFPF Data Spine, which provides platform
users with mechanisms for interoperability
through Data Spine components such as
Service Registry and Integration Flow
Engine, in which data transformation
processes can be designed to enable or
enhance interoperability.

Based on the above guiding principles, the guiding requirements for the evolution of a
federated ecosystem were also defined in D5.13, and can be seen below, alongside a
description of how each requirement has been realised within the Platform.

Guiding Requirement Realisation Details

A federated ecosystem in essence should
constantly evolve to include new partners,
tools and services; in order cater to the
users need in present and in the future.

Extensibility of the platform to new partners,
tools and services has been demonstrated
through the completion of the open call
phase of the project, with the integration of
20 sub-projects represented by 22
additional partners, tools, and service within
the EFPF federated ecosystem.

There should be feedback loop to capture
user experiences and proper user
interfaces should be defined to allow the
multi-part interactions to take place and
keep the ecosystem moving.

As part of the EFPF Open Call activity, the
setup and deployment of the Tikki Ticketing
platform allowed for a live feedback loop in
which users could report any issues being
faced or request support from EFPF
partners and administrators. Tikki is
available through the EFPF Portal and with
the Integration to the EFPF Security Portal,
this also allowed owners of deployed tools
and service to directly respond to relevant
issues in Tikki.

The interoperability feature of the platform
should attract new software integration to
develop opportunities for different types of
interactions and business.

Through the completion of the open call for
experimentation, the EFPF platform
successfully integrated a range of new
software components, thus increasing its
overall offering and attractiveness to
potential customers, including those in new
domains such as Agriculture.

Overtime the ecosystem should adapt and
accommodate new stakeholders and usage
scenarios.

The adaptability of the platform and relevant
ecosystem was also tested through the
open-call where sub-projects from different
domains and business scenarios tested
existing solutions and developed new
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to demonstrate
of EFPF services

solutions
potential
domains

the usage
in diverse

In a federated ecosystem, the involved
parties rely on the agreed API Contracts or
Interface Contracts for communicating with
each other. However, as the participant
services evolve, the upgradation of APIs
becomes necessary and inevitable.
Therefore, the federated ecosystem should
define Interface Contract policies that allow
the Service Providers to convey plans to
deprecate/upgrade their APIs to the Service
Consumers in advance allowing a smoother
transition/collaboration.

Through the design and development of the
Data Spine Service Registry, it was ensured
that an adequate versioning system was in
place to enable API integrations to be
managed more easily. Through the addition
of versioning and expiry fields in the service
registry schema, this enables developers to
effectively plan around API upgrade and
deprecations. In addition, integrations with
the EFPF Message Bus has allowed for the
announcement of service registrations, and
de-registrations through subscription to a

defined topic.

1.3

To support the goals of evolution step changes, a framework of processes will be needed to
support the concrete development steps and allow the extension to happen in a managed
manner that is disseminated to all stakeholders. The microservices architecture and REST
communications, rather than close coupled systems, naturally supports extension of the
ecosystem. However, topics including deployment, version management, service lifecycles
and protocol support will all need to be planned for and delegated to ensure the process of
extending the ecosystem is handled particularly as the it grows.

Requirements for the Extension of a Federated Ecosystem

The high-level guiding requirements defined in D5.13 for the extension of the platforms
federated ecosystem have been listed below alongside a justification of how this guiding
requirement has been realised throughout the course of the EFPF Project.

Realisation Details

Guiding Requirement

The federated platform should be extensible
and there should be interfaces for the
inclusion of new services and gateways
available for data exchange.

The EFPF Platform has now developed and
made publicly available, a range of
comprehensive guides that document the
process for the inclusion of new Tools and
Services. Several guides have been
developed depending on the particular
scenario faced by the user, and are
available in the EFPF Dev Portal.

There should be openly accessible APIsfor|/A r ange of AP ladesvaitalales
the integration of external tools. in the EFPF Platform for the integration of
new tools, mainly the Service Registry API,
in which all registered users are able to view
and discover currently registered services.
Through obtaining the correct roles or
permissions, users can then also add new
or update existing services, due to the
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security provided by the API
Gateway.

Security

The federation should provide necessary
support, not only in terms of interfaces and
connectors, but also in terms of human
resources (experts) who can facilitate the
onboarding of new partners and technologies.

Through the establishment of Tikki, the
dedicated ticketing support platform, a
direct channel of communication was
enabled between all EFPF users and the
relevant experts from each component,
tool, or service. In areas of support where
issues may be expected to be reported
more frequently, due to high usage (e.qg.
EFS Integration), dedicated teams were
setup to increase the availability of expert
resources and ensure all tickets can be
handled in a timely fashion.

The federated ecosystem should promote
cross domain and cross border interactions
and therefore the extension mechanisms
should be able to capture the differences in
languages, approaches and techniques.

The cross-domain interactions were
supported through a number of pilot and
open-call applications. For example, a
blockchain-based  track and trace
application in the CE pilot of the EFPF
project facilitates the interactions between
different types of users. Moreover, several
open call sub-projects developed solutions
that involved cross domain interactions and
interconnectivity. However, the cross-
border aspects (i.e. differences in
languages, approaches and techniques)
has not be tested so far. The reason for that
IS non-availability of relevant requirements
and user needs both from the pilot partners
and also from the open-call sub-projects.

Documentation should be available to
describe the scenarios in which different
extensions should be done.

Within the EFPF Platform, an extensive
documentation hub has been provided, the
EFPF Dev Portal, to support users in the
scenarios they face. In this regard, 4 key
guides were introduced to enable new users
to get started with sufficient information.
Thi s Il ncluded a N U g
ATood ViSee Consumer s
Applicati on Develop
Data Providerso, and

The service integration and interoperability
platform/mechanism offered by the federated
ecosystem should follow a modular and
extensible architecture, thereby making it
possible to add support for new
communication protocols, data transformation
tools, etc.

Within the EFPF Date Spine, the Service
Registry has been designed to support the
registration of services independent of the
communication protocol used and where
the communication protocol can be defined.
Although the service is predominately
designed for the registration of REST API
based services, Message Bus Topics can
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also be registered with either MQTTS or
AMQPS protocols. While it is expected the
Data Spine Integration Flow Engine will be
able to handle the data transformation
needs of EFPF users, should a use case
arise where NiFi is not considered fit for
purpose, additional transformation tools,
could also be added through the offered
integration and deployment mechanism.

1.4 Positive Governance for the Growth of the EFPF Platform

Ecosystem

The complexity of digital platform ecosystems comes with the decision-making twist
between different sectors and different actors operating at multiple levels, including
organisational, sectoral, local, regional, national, international, etc. The EFPF is an emerging
ecosystem of multi-sided digital platforms and requires governance mechanisms to be in
place, to effectively reach its goals and create sustainable outcomes. The governance
mechanisms for digital platform ecosystems need to reflect on the lawful interactions of key
stakeholders, be they owners of the platforms, companies using the platform, or developers,
users, advertisers, economists, computer scientists, governments, or regulators. To
stimulate positive interaction payoffs within the platform ecosystem, both platform
stakeholders and platform technology enablers must be regulated and governed.

The D5.2 "EFPF Security and Governance" describes the EFPF Governance Framework
(eFGF) that incorporates platform organizational standards, strategic planning, business
rules and norms of behaviour within the ecosystem, software standards, regulatory
requirements, and other aspects which need to be continuously monitored and assessed
from the perspective of various EFPF users (stakeholders).

The eFGF covers five functional areas:

~

T AREAL1lL:.Terms and conditions (ATerms of Useo, f
Service Agreemento): It outlines the ter ms
order to interact with the EFPF platform. Well-established terms and condition-related
rules prevent misunderstanding between the EFPF platform owner and the users, by
defining e.g. Intellectual Property Rights (IPRs) protection, limiting responsibilities
towards third parties, setting platform rules and the consequences for violating these
rules, etc.

i AREA 2: Architecture and IT governance: it includes a policy-based control of
information to meet all legal, regulatory, risk, and business demands. The focus in on
the actual software development and maintenance activities of the IT that are aligned
with the business objectives of the platform, e.g. with the European Factory
Foundation.

1  AREA 3: Data governance, service policies, APIs policies and SDKs include those
rules that define i.e., processes and controls to ensure that information at the data level
is true, accurate, and unique (not redundant). Data policies address policies related to
personal data (data belonging to the user of the EFPF platform), corporate data (data
belonging to the company that user of the EFPF platform represents), community data
(data belonging to the group of users that getter together over the EFPF platform for
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sharing specific interests, e.g. forum, working teams, etc.), sectoral data (data that

constitute a specific sector, e.g. Smart Manufacturing sector, Automotive Driving
sector, etc.) and potential infrastructural data lakes (data that constitute a larger body
of data, e.g. Common European Data Space [EC-DATAZ20]).

1  AREA 4: Marketplace rules, trust and reputation that define the expected behaviour in
the platform ecosystem, in order to create expected positive effects.

i AREA 5: The existing laws and regulations at the international and national levels,
including the EU Network and Information Security (NIS) Directive with the goal to
enhance cybersecurity across the EU; Incident notification for DSPs in the context of
the NIS Directive; GDPR [GDPR18] that adopts the core principles required for
personal data processing; Ethics Guidelines for Trustworthy Al, by Independent High-
Level Expert Group (HLEG) on Al set by the EC [HLEG19]; Ethically Aligned Design
(EAD) [EAD19] which is an initiative created by the IEEE Standards Association and
covers many topics of interest to EFPF development, including e.g. general (ethical)
principles; how to embed values into autonomous intelligent systems; methods to
guide ethical design; safety and beneficence of artificial general intelligence and
artificial superintelligence; personal data and individual access control; reframing
autonomous weapons systems; economics and humanitarian issues; law; affective
computing; classical ethics in Al, policy; mixed-reality, and well-being.

One of the greatest business challenges is how to get competitors to cooperate with each
other in the platform ecosystem. Here, efficiency gains, Return of Investments (ROIs) and
other incentives need to be supported through platform ecosystems by selecting the
adequate governance mechanisms. To support the further growth of the EFPF ecosystem,
we focus on these attributes that promote the common good and limit negative impact and
conflicts either via the platform or in the platform ecosystem. Some examples of such
attributes are: Inclusion, participation, accountability, etc.

The authors in [GRINO7][GISS12] emphasize good governance as an essential driver of
sustainable development. Implementing good governance practices requires knowledge
about existing actors (stakeholders) and their business- and government-driven rules, as
well as knowledge about possible benefits and losses, and other external effects that can
cause both positive and negative effects (conflicts).

In EFPF, we adopt the concept of "positive platform governance" as discussed in [MATR17],
that emphasizes the importance of shared decision making with the platforms' contributors,
through the following principles (see Figure 1 below):

i Inclusion - which is about defining the roles and power for actors with diverse levels of
participations.

1 Participation - which is based on principles of fairness, simplicity, transparency, and
trust integrated in all decision-making processes of the platform.

i Autonomy - which helps assuring that all contributors affected by those decisions will
be able to participate.

1 Recognition of the generated value - ensuring reward system for all contributors in the
ecosystem.
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Figure 1: Adopting Positive Governance Mechanisms in EFPF
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